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Possible solutions to cyber insecurity in the U.S
           The increasing dependence of cyberspace for communication, commerce, governance, and military operation has rendered the society to a hip of security issues. Justifying the risk associated with the use of cyberspace contains massive public policy problems. With the rise and of cyber-attacks, there is a compressive solution offered though they are not a one-size-fits-all solution. Nevertheless, these solutions should comprise sophisticated technology and human competence. Actionable threat intelligence, anti-hacker insurance, bug bounty programs are the most recommendable solution to the future concerning cyber insecurity (Danzig, 2016).
           Cybercrimes in the U.S have to lead to cyber theft of intellectual information, identity theft, and increased spending on cybersecurity by business organizations. Using a bug bounty program to solve this would insinuate that organization would pay some outsider or rather a friendly hacker to notify them about the security weakness. Most companies have adopted this to make sure every flaw is identified and taken care of. Companies in the likes of Google, LinkedIn, and Dropbox have already espoused this exercise.
           Anti-hacker insurance, or more referred to as cyber-insurance, is emerging in the recent days (Miller, 2018). Its choices vary with providers, but the main aspect is that they protect against security breaches and losses. Most insurers limit their charge to their client between $ 5 million and $100 million. According to statistics in October 2016, about 29% of American companies had purchased cyber insurance. For a company to determine how much cyber insurance they need to buy, it should calculate their cyber risk. They should have an understanding of how the cyber-attacks affect their assets and learn how to prioritize them.
            Another possible solution to cyber-attacks is actionable threat intelligence. It can be divided into two; real-time information and complementary actions. Real-time data is a potent contrivance that prevents and contains cyber-attacks. A costly consequence comes when a lot of time is taken to discover or identify a hack. IT experts believe that early notification of fewer than 10 minutes is sufficient to disable a hack or threat. Advance notification of one minute can reduce the cost by nearly 40%. Detecting a cyber-attack early is important, but most companies take approximately more than 210 days to detect a malicious attack.
           On complementary actions, firms and companies can apply smaller tactical steps to shield themselves. These steps include; 1) sanctioning a multi-layered security scheme which ensures that the whole enterprise is covered, all endpoints, mobile devices, applications, and data. They should ensure they utilize encryption and authentication for data and network access—2) patching frequency. A patch is an update code in existing software. It fixes a bug, identifies vulnerabilities, and installs new drivers or addresses stability issues on the software.
           In conclusion, due to the upcoming issue of frequent cyber-attacks, the big question remains whether we should stop innovating for fear of cyber-attacks? The answer isn’t exactly, but it could be obliging if cybersecurity is seen as concerning a matter of ethics (Brown,2014). Cybersecurity should not be just a matter of technology but as morality in society. It is unethical to sell a technology product that later leaves the consumer vulnerable. If there were ethical codes like medicine and law in other sectors, then the world of technology would be better as the seller would protect their consumer like a doctor protects the patient.
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